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Each year, MITRE releases its ATT&CK® evaluations. These reports provide a 
third-party analysis of endpoint protection products efficacy and security. 
Below are some results relative to SentinelOne®, which powers N-able™ 
Endpoint Detection and Response. 

Please note that this is a short summary of the results from MITRE as 
analyzed by SentinelOne. You can view a synopsis of the full results by reading 
the blog or view the full report here.

SentinelOne’s MITRE results
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The data below was taken from the 
report, and shows 100% detection of 
attacks over Windows® devices and 
Linux® servers.

Detection quality

MITRE also analyzed the quality of the 
detection rates among the different 
endpoint protection solutions. Having 
high-quality detection rates gives teams 
better data to work with, removing 
time-wasting false positives. 

Attack timelines

SentinelOne can help you review attack 
timelines without having to sift through 
logs manually, making it easier for you to 
put in post-attack countermeasures. 

What the results mean for you

• Provides robust visibility without blind spots
• Correlates detections on your behalf
• Works in real time
• Works out of the box without configuration changes
• Includes granular remediation capabilities for automated cleanup and recovery

MITRE report
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Detection time

Delayed detections require a human to 
manually investigate activity. 

SentinelOne detection happens in real 
time, meaning zero delayed detections.
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Configuration changes

According to MITRE Engenuity, a config 
change refers to a detection found 
because the vendor changed the initial 
configuration. The graph below shows 
the report found detections required no 
config changes to find:
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https://www.sentinelone.com/blog/mitre-attck-engenuity-ai-big-data-powered-edr-human-powered-products/
https://attackevals.mitre-engenuity.org/enterprise/participants/sentinelone/?adversary=carbanak_fin7

